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Counterfeit Electrical, Electronic, and Electromechanical (EEE) Parts;
Avoidance, Detection, Mitigation, and Disposition

RATIONALE

This standard is being updated to address the evolving and increasing risk of counterfeit electrical, electronic, and
electromechanical (EEE) parts entering the aerospace supply chain, posing performance, reliability, and safety risks.

FOREWORD

To meet customer requirements, electronics industry organizations must produce, and continually improve, products to
meet or exceed customer and regulatory authority requirements on performance, safety, and reliability. The globalization of
the aerospace industry, and the resulting diversity of regional/national requirements and expectations, have complicated
this objective. Industry faces the challenge of assuring the quality and integration of product purchased from suppliers
throughout the world and at all levels within the supply chain. Aerospace suppliers and contractors face the challenge of
delivering products to multiple customers with varying quality expectations and requirements.

This document standardizes requirements, practices, and methods related to EEE parts management, supplier
management, procurement, inspection, test/evaluation, and response strategies in order to mitigate counterfeiting risks and
to avoid, detect, and disposition suspect counterfeit or counterfeit EEE parts.

TABLE OF CONTENTS
1. 1O ] PO OP PRSP 3
1.1 (U Ty oo TSTSI= T o [N o o[ = o] o [ S 3
1.2 P aXo o1 Te] b= I €U o £= T Tt PSPPIt 3
2. REFERENGES . ...ttt e et e e e sttt e e e sttt e e e aste e e e e asteeeeeastaeeeeanseeaeeasteeeesasteeeesanseseeeassaeeesansenannns 3
2.1 PaY o] o [Tez=1 o] (Y0 B LYol U] ¢ 1= o | £ 3
211 Y AN =l U] o] [To%= 1o ] o ISR PSR 3
21.2 [SO/IEC PUDIICALIONS. ......uuiiiiiei ettt e et e et e e e e e e e ettt e e e e aeeeeaeaaabeeeeaaeesaansssreeeeeaeeaanns 4
21.3 CommeErCial PUDICAIONS........ .ttt e e et e e s nee e e e ettt e e e anseeeeeannneeaeanneeeas 4
2.2 Terms and DEfiNItIONS ........oiiiiiieie e et e e ettt e e e e a e e e e n e e e e e nbe e e e e nre e e e anaeas 4
2.3 R F= 1 (=Te I T2 1011 ([ o IR PRRRPRRPPRRRRR 5
3. REQUIREMENTS ... tiiei ittt e e ettt e e e ettt e e e eab et e e e eateeeeeaabaeeeeassaeeeaastesaesassesaesasseseesansaeeesassenaenas 7
3.1 Counterfeit EEE Parts CONtrol PIan ...........oooi oottt e e e e e e e et ae e e e e e e s e nnnnneeeeeas 7
3.1.1 e e ToT ol o T I I = 01 o Te [ U PO UUUPPROPPRPN 7
3.1.2 EEE Parts AVailability.........ooueiiiiieieei et e e e e aaaeee e 7
3.1.3 Procurement Of EEE PartS.........oe ettt e e eeee e eeaeeeseseseeeesesssassessssseseasssessearennnnnes 7
3.1.4 PUrchasing INfOrME@tIoN ..........eiii et e e sttt e e st e e e sse e e e e snseeaesnseaeeeaneeeeean 8
3.1.5 Verification of Purchased EEE Part(S) PEr 3.1.3.€ . ittt e e s sntee e e s nnteee e anes 8
3.1.6 LNV Z=S (o F= 1o ) o [ PP PPPPPRRT 8

SAE Technical Standards Board Rules provide that: “This report is published by SAE to advance the state of technical and engineering sciences. The use of this report is entirely
voluntary, and its applicability and suitability for any particular use, including any patent infringement arising therefrom, is the sole responsibility of the user.”

SAE reviews each technical report at least every five years at which time it may be revised, reaffirmed, stabilized, or cancelled. SAE invites your written comments and
suggestions.

Copyright © 2020 SAE International

All rights reserved. No part of this publication may be reproduced, stored in a retrieval system or transmitted, in any form or by any means, electronic, mechanical, photocopying,
recording, or otherwise, without the prior written permission of SAE.

TO PLACE A DOCUMENT ORDER:  Tel: 877-606-7323 (inside USA and Canada) : . : pes
Tel:  +1724-776-4970 (outside USA) For more information on this standard, visit

Fax:  724-776-0790 https://www.sae.org/standards/content/AS5553D/
Email: CustomerService@sae.org
SAE WEB ADDRESS: http://www.sae.org



https://www.sae.org/standards/content/PRODCODE/

SAE INTERNATIONAL AS5553°D Page 2 of 16

3.1.7 Material Traceability and CONLIOL ............ooiiiiiiiie e e e e e e e e s re e e e e e e e e snnraaeeeaeas 8
3.1.8 (=T oTo] 1] o TSR UUUSPROTRRI 9
3.2 YN E T 1 g 1= o1 SR 9
4, N[O I SO URUURSPOURRR 9
4.1 REVISION INAICALON ... .eeiiiiitiiit et bbbt at et aaae e eaeaeasseasasasssasasasasasssssssssssssssssnnnnnsnnssnnnnnnnnnns 9



SAE INTERNATIONAL AS5553°D Page 3 of 16

1. SCOPE
1.1 Purpose and Application

This standard is for use by organizations that procure and integrate EEE parts. These organizations may provide EEE parts
that are not integrated into assemblies (e.g., spares and/or repair EEE parts). Examples of such organizations include, but
are not limited to: original equipment manufacturers; contract assembly manufacturers; maintenance, repair, and overhaul
organizations; value-added resellers; and suppliers that provide EEE parts or assemblies as part of a service. The
requirements of this standard are generic. These requirements are intended to be applied (or flowed down as applicable)
through the supply chain to all organizations that procure EEE parts and/or systems, subsystems, or assemblies, regardless
of type, size, and product provided. The mitigation of counterfeit EEE parts in this standard is risk-based and these mitigation
steps will vary depending on the criticality of the application, desired performance and reliability of the equipment/hardware.

The requirements of this document are intended to be used in conjunction with a higher-level quality standard
(e.g., AS/EN/JISQ9100, 1ISO-9001, ANSI/ASQC E4, ASME NQA-1, AS9120, AS9003, or equivalent) and other quality
management system documents. They are not intended to stand alone, supersede, or cancel requirements found in other
quality management system documents, requirements imposed by contracting authorities, or applicable laws and
regulations unless an authorized exemption/variance has been obtained. This document is not intended to make a legal
determination of fraud, and appropriate legal counsel should be consulted for further action.

1.2 Additional Guidance

ARP6328 has been developed to provide a significant amount of additional guidance information that the organization
should consider in conjunction with implementing all elements of AS5553 in the organization's counterfeit EEE part risk
mitigation plan/processes. The ARP provides examples of inspections and tests that could be applied to EEE parts
purchased from non-authorized sources to determine if the EEE parts could be suspect counterfeit. Guidance on how to
test at-risk EEE parts is included in AS6171 suite of standard test methods for detection of counterfeit EEE parts.

NOTE: The Appendices originally contained in AS5553 have been moved to ARP6328.

2. REFERENCES

2.1  Applicable Documents

The following publications form a part of this document to the extent specified herein. For references with dates, only the
edition cited applies. For references without dates, the latest edition of the referenced document applies. In the event of
conflict between the text of this document and references cited herein, the text of this document takes precedence. Nothing
in this document, however, supersedes applicable laws and regulations unless a specific exemption has been obtained.

2.1.1  SAE Publications

Available from SAE International, 400 Commonwealth Drive, Warrendale, PA 15096-0001, Tel: 877-606-7323 (inside USA
and Canada) or +1 724-776-4970 (outside USA), www.sae.org.

ARP6328 Guideline for Development of Counterfeit Electronic Parts; Avoidance, Detection, Mitigation, and
Disposition Systems

AS6081 Fraudulent/Counterfeit Electronic Parts: Avoidance, Detection, Mitigation, and Disposition - Distributors

AS6171 Test Methods Standard; General Requirements, Suspect/Counterfeit, Electrical, Electronic, and
Electromechanical Parts

AS6496 Fraudulent/Counterfeit Electronic Parts: Avoidance, Detection, Mitigation, and Disposition -
Authorized/Franchised Distribution

AS9003 Inspection and Test Quality Systems Requirements for Aviation, Space, and Defense Organizations
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